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1 Subject

ECDSA is certainly the most common digital signature scheme (standardized under [2]) in the world.
It is well known that, in theory (see [4]) and in practice (see e.g. [1,3]), the knowledge of few consecutive
bits of the Nonce (the so-called ephemeral key of ECDSA protocol) for several signatures is enough
to recover the long-term secret key. However the number of known bits for a practical attack (6-7
bits for [1], 5 bits for [3]) does not reach the theoretical bound (2 bits are enough [4]). In two very
similar recent works (https://minerva.crocs.fi.muni.cz/ and http://tpm.fail/), the gap between theory
and practice is reduced.

The student will work on these recent improvements, first by reproducing the attack (in an idealized
scenario), which involves both understanding and implementing the key-recovery attack. Then the
study can follow different paths, including – but not limited to – (1) the effect of errors in the known
bits (problem that always appear in practice), (2) when the known bits position is not the most
significant bits of the Nonce, (3) the application of the attack on a real device.

The output of the internship will be a set of tools for ECDSA long-term secret key recovery with
partial knowledge of the Nonce.

2 Information

The student should have a good experience in C, C++ or Python and have studied public key cryp-
tography.

The 4 to 6 months internship will take place in an exciting scientific context, in Montpellier,
France, at the LIRMM (laboratory of computer science, robotics and microelectronics of the univer-
sity of Montpellier). It will be supervised by Dr. Laurent Imbert, CNRS researcher in the ECO Team
(https://www.lirmm.fr/lirmm_eng/research/teams/eco), and Dr. Thomas Roche, co-founder of
the company NinjaLab (https://ninjalab.io).

Depending on the internship outcomes, a PhD student position will be open.

Contact info:
Laurent Imbert (laurent.imbert@lirmm.fr)
Thomas Roche (thomas@ninjalab.io)
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